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About the Document

Purpose

This user manual serves as a guide for using GW IEC series. This user manual describes the
configuration details of the GW IEC devices. It also contains installation and configuration
details for Easy Connect, the configuration utility provided to configure the GW IEC models.
Please note that separate user manuals are available for each protocol which explain the
configuration and mapping in detail.

Intended Audience

This user manual is intended for the GW IEC users and:
* Introduction to the Product
» Device Specific Configuration steps
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1 Overview of GW IEC Series

GW IEC series of products is a family of hardware solutions that provide any-to-any protocol
conversions which can be used inside any End Device. This family of products can be used for
wide range of applications including protection relays, Remote terminal units, Alarm
Annunciators, Monitoring units etc. as automation and communication controller. The different
product models vary in processing power, storage capabilities, number of channels and types
of channels to suit different requirements. However, they present a singular front-end via the
GW IEC configuration tool EasyConnect.

1.1 Configuration Utility

The GW IEC series of products can be fully configured using a software configuration utility
called EasyConnect., This includes defining protocol attributes, mapping data, updating
firmware, setting IP and viewing diagnostics.

EasyConnect can be used for:
* Mapping data specific point from device data to standard protocol format
+ Update Module Configurations & Settings
+ Update Module Firmware
* Monitoring and Diagnostics
» Troubleshooting

Note: Refer Easy Connect Confiquration Utility Manual for details
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2

2 Configuring GW IEC

GW IEC gateways can be configured offline using Easy Connect Configuration Utility.

The configuration for any protocol conversion function can be divided into a few logical steps.
Master protocol configuration will be divided into the following sections, namely: Channel,
Node, Profile and Row addition. For a slave; Profile, Channel and Node are configured. Once
Master and slave channels and nodes are configured, master profile points need to be mapped
to a slave point. The following steps explain how to configure protocol modules.

Steps to configure the module
* Add Master Channel and Node
* Add Slave Channels
* Add Master to Slave Map
+ Slave to Slave Mapping (optional)

Steps 1, 2 and 3 explain configuration for the protocol conversion function of the GW IEC
Gateways. The remaining steps elaborate additional/optional communication features of the
device.

GW IEC User Manual 8
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2.1. Add Master Channel and Node

1. Add Device either by selecting a model from Device configuration section or by right clicking
on Devices in the left hand side tree view pane, as shown in Figure (Add Device) below:

= 78% Configuration

&L Devices Device Configuration
@ < Testl: SYNC261
{3 Network Desgn

' SYNC | OTHERS |

SELECT MODEL

SYNC SERIES | SYNC200:ED Upgrade card v
MODEL |-8ELECT MODEL- v
-SELECT MODEL-

SYNC211
OYMC221

Figure 1: Add Device

2. To modify, an already created device model, right click the selected device model in the left
pane of the application, choose the model from the sub menu of Modify device as shown in
Figure (Modify Device) below.

= 78% Configuration | GENERAL ;Advancgd Time Synchronization |

= Ity Devices
o 4 S | | Device Name | Testt
i+ $27 Protocol Confi Modify Gateway 4 SYNC 4 SYNC200:1ED Upgrade card » SYNC211
# # Settings Update Device Older Versions  » SYNC1000 » SYNC221
L% Network Design P ~ A
{24 9 Download SYNC2000:Gateway ’ SYNC241

Copy Data Conzentrator »

Saue To Revision

)0:Control Center Gateway »
Load From Revision SYNC1700 >
¥ Delste Disable Y.
‘ ” || TOP Connect Timeout (1-600 secs) 60

Figure 2: Modify Device

GW IEC User Manual 9
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3. To delete the selected device, right click the selected device, and choose Delete as shown
in the Figure (Delete device) below:

= 78 Configuration GENERAL ‘Advanced|
= g Devices :
(ERR 5'NC : SYNC241 | Device Name
= ¥ Protocol l;onri Modiy Gateway »
w Channel1 4 Update Device
@ # ChannelZ o b ioag
@ # Channel-
# &7 Settings Copy
(&) Network Design Save To Revision
Load From Revision
} ¥ Delele |

Figure 3: Delete device

4. Add Master channels to the device model as shown in the Figure (Add Master Protocol) below:

— 1 2

= @ Configuration Protocol Configuration
=4 Devices
(= 4 SYNC:SYNC241 |
ERE FProtocol Configuratic Mastar Protacnls
@ # Channel Modt #  Add Channel ’ 1 Master » Serial » DNP 3.0
@ # Channet2 Modt Export device config file Slave 4 TCP » |EC-101
4 thennel-3 DNP Past Peer » TCP/JDP » |EC-103
. e Setlur?gs Export Logic Variable List File Transfer »  IMModbus Maste Modbus
{2 Network Design R A
Add Variables HSB SPA
Event And Alarm Configuration [ 10Board Master SEL
J SMS Interface Courier
File Transfer Master
) ; i Logic Interface Master SEPAM Modbus
HSB Master 1‘ SNMP MAUELL Modbus
LEC 101 Master AP0 Maste DLMS
. RP570
Slave Protocols ‘ P
i EXCOM
C371185keam |EC"01 Slave SMS Interface Slave |EC-1107
DLMS Slave EC"035lave NMEADIE3 Slave Zigbee SEP
DNP3.0 Setial 1 EC045) RP570 Slave | Event Logger Master

Figure 4: Add Master Protocol

GW IEC User Manual 10
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5. To delete a protocol specific communication channel, select the Delete option from the menu
on right clicking on the selected channel as shown in Figure (Delete Channel) below:

= 73% Configuration ' Configuration Type
=Ly Devices
= < SYNC:SYNC241
= 8 Protocol Configuration

=B " hannel-1 Modbus RTL b | Port

' Station Name

Transmission Mode

# ;] N0d8_1 [;’ Add Station
@ # Channel-2 Modbus TCP sl Add TChannel
# # Channel-3 DNP TCP Slave Add RChannel
: ; cond)
@ & Selllr?gs Cony
{2y Network Design
Rename 1
| 3 Delete
Figure 5: Delete Channel
6. Add Node or Station as shown in Figure (Add Station) below:
= 8% Configuration ' Configuration Type

= " Devices
(= <= SYNC:SYNC241
=¥ Protocd Configuration

Station Name

Transmission Mode
}

Pl Channel-1 Modbus RTL g . LPort
& Settings 1 Add Station
([ Network Desigr Add TCharnel ]

Add RChannel
C

opy

Rename

®  Delete |

Figure 6: Add Station

GW IEC User Manual 11
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7. Delete a station by selecting Delete from the menu displayed on right by clicking on selected
station.

= 78% Configuration GENERAL’ TRICGER |
= - Devices \
(= 4= SYNC: SYNC241 Device Name
= ¥ Protocol Confiquration Narde Addirss (1:254)
Cld gwodbus RTU Master Enable Time Synchronization
ode_ | = =
G ¥ Setings | ® | Add Profile Offset Address (0 - 65525)

(% Netwark Design nchronization Interval (1 - 4294967 sec)

7 Quality Change

Import Profile

Copy
fline Mol Meriod (0-4204067 sez)
Rename
‘ specific Time Syne
| & Delete PP 4

e reswwance Poll Period (sec)

Figure 7: Delete Station

8. To add Master Profile, right click on Node and select Add Profile.

Qi EasyConnect
File View Configuration Seftings Diagniostics Tools Help UserMa
BOd vV oA EepBQOQVix] & B

= 8% Configuration
= 7 Devices
=< SYNC: SYNC241
[ 3 Protocol Configuration
= # Channel-1 Modbus RTU Master

2
H 47 Settings | % Add Profile
(%] Network Design Import Prfile
Copy
Rename
. ¥ Delete

Figure 8: Add Profile
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Profiles can be saved for reusing the same address configuration for different masters. To save
a profile, right click a Profile tree node and select Export Profile. A Save File window will pop
up. Save the profile with desired name in the desired location.

= 7% Configuration
= ) Devices
(= <4 SYNC:SYNC241
= ¥ Protocol Configuration
= # Channel-1 Modbus RTU Master

= & Node_1
bl Profile
- Settings Add Points

\(#) Network Design Export Profile
AutoMap
Excel Export
Excel Import

¥’ Delete

Figure 9: Export Profile

Instead of adding a new profile, a user can import a profile from previously saved profile data.
Right click on a master station and select Import Profile option. An Open File window will pop up.
Open a saved profile file. Refer to Figure (Import Profile) below:

= 73} Configuration
= L7 Devices
= 4 SYNC:SYNC241
= 31 Protocol Configuration
= # Channel-1 Modbus RTU Master

- W
‘ %  Add Profile
i+ &” Settings _
{4 Network Design Import Profile
Copy
Rename
¥ Delete

Figure 10: Import Profile

GW IEC User Manual 13



QO
) SAN TELEQUIP

9. To delete a Profile, right click on the Profile and select Delete.

= 7% Configuration
= " Devices
(= <4 SYNC:SYNC241
= % Protocol Canfiguration
= # Chanrel-1 Modbus RTU Master

(= &) Node_1
el Profile
o Settings ‘ Add Points
{2 Network Design Export Profile

AutoMap
Freal Fepart
Excel Import

\
| % Delete

Figure 11: Delete Profile

10. To add Master Row, right click on Profile and select Add Points as shown in the Figure (Add
Row) below:

= 73 Configuration
= Lr7 Devices

(= <= SYNC: SYNC241 General ‘ Logic Settings |

(= % Protocol Configuration — -

= # Channel-1 Modbus RTU Master

‘ Crh‘annel-r1 'Modbus' R TU M aster_NcideJ

Sl Profile '
¥ o Settings ‘ Add Points

(% Network Design Expor Profile
AutoMap

Excel Export

Excel Import

¥ Delete
‘ v I[< l

(  AddRow ]| ModiyRow |

Figure 12: Add Row

GW IEC User Manual 14
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11.To modify a row, select a row from the profile grid. Click on Modify Row button. A new
window will pop up with values of selected row.

= m Conflgurjation |Channel-1 Modbus RTU Master_MNode_1 v
=L Devices
=<4 SYNC:SYNC241 General | Logic Settings |
B?"ﬁ Protacal Configuration .
= # Channel-1 Modbus

: i = & Node_1 Point Il

% Profile

& P Settings Rowl '1 [Digitallnput iSingIe Indicatio...

& Network Design _ Modify Row -
Row3 Delete Row Catio...
Ros 3 Export Row/Rows to Excel pu

Export 4ll to Excel

( | U |

| AddRow ||| Modiy Row D[ Delete Row |

Figure 13: Modify Row

12. To delete rows, select rows from the profile grid and click Delete Row on the right pane.

= @ ;onligurfation lChannel-1 Modbus RTU Master_NodéJ vl
(= Devices S
(= 4 SYNC:SYNC241 General | Logic Settings[

= ¥ Protocol Configuration
(= # Channel-1 Modbus RTU Master
& ) Node_1
© Profile
# f Settings
{4y Network Design

FowNumber  P®W8  GageTyne  Object Type

S A= Al Sl s

Iﬂm Digital Input | Single Indicatio...

T Digital Input T Single Indicatio...

|  AddRow || ModiyRow | [  Delete Row |

Figure 14: Delete Row
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2.2. Add Slave Channel And Node

To add a slave channel and node follow the same procedure mentioned above on Addition of
Master Channel and Node.

2.3. Master to slave Mapping

To add a Map, select the required row and the desired slave node and then click on Add Map.

= 78 Configuration

X : ‘ Channel-1 Modbus RTU Master_Node_1 v
(= - Devices
(= 4 SYNC:SYNC241 General | Logic Settings |
= % Protocol Configuration ;
(= # Channel-1 Modbus RTU M4 y [l :
& & Node_1 Row Number g;‘m’sy Basic Type Object Type Function Type | l
% Profile f ! !
= # Channel-2 DNP TCP Slave Row1 1 Digital Input | Single Indications | Read Coil Status |
£ Node_2 Row2 2 Directory | Disturbance Rec...
# o Settings 3 Vigital lpt : ingle |ridic atio Aead Lol Status
T0a Netwaik Deaign Row13 13 Analog Input jAnang Inputs Read Holding Re...
< | >
[ AddRow | [ ModiyRow | [ DeleteRow |
‘ Channel-2 DNP TCP Sleve_Node_2 v \ [7] Show Master Nodes |
< | [| Add Map ” [ Modify Map ] [ Delete Map Auto Map ]

EasyConnect_V4.10.6

Figure 15: Add Map

... Note: To Enable Master-to-Master mapping, select Show Master Nodes (Master-to-
- Master mapping is used when input data from host device is translated to a command/
~output another external slave).

To modify a mapped row, select a row from the destination unit and click on Modify Map
button. A new window will open with added mapped values. Edit the parameter values. Click
on Save to update the modified mapped point. Refer to Figure (Modify Map) below:

CE: o Conligur.ation ‘ChanneH Modbus RTU Master_Node_1 vi ‘
= Devices : ?
(=4 SYNC:SYNC241 General i Lagic Settings
(= & Protocol Configuration - =
=
s Map Row @ vpe Function Type
) Object Type | Binary Inputs _ ||
& Starting Address 1 N Fimad at
Profile Row Offset 0 puts Read Holding Re
@ o Sottil | Number of Maints 1 3 i
{2 Network De | Eyept Class 1 v
Static Default Variation 1 v
Change Event Default Variation 1 v
Comments [ | [C] Show Master Nodes |
Profile Row N
[ Save ] [ Close I Ules B
< | >
< | [ Add Map ] " Modify Map ]] [ Delete Map ] Auto Map
EasyConnect_V4.10.6

Figure 16: Modify Map
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To delete a mapped row or group of rows from the conversion, select mapped row from the
destination unit and click Delete Map. To delete destination unit profile, right click on mapping
tree node under destination unit, select Delete. Refer to Figure (Delete Map):

@ gy Configualion | Channel-1 Modbus RTU Master_Node_1 v
(= -7 Devices ' |
(= < SYNC:SYNC241 Gzneral | Logic Settings |
= % Protocol Configuration - — ‘ =
= # Channel-1 Modbus RTU M4 ) : :
& 2 Nods_1 Row Number | g:t[&vrsy Basic Type Object Type Furction Type
% Profile ' - - Y
= # Channel-2 DNP TCP Slave Row2 ‘ | Dilectory Disturbance Rec... |
= & Node_2 Row3 e o ! s : ) d Cail Status:
9 Rewa1? 12 Aralog Input Analog Inputs | Read Holding Re
# 4? Sottings 8 Delste l ! v
([ Netwark Design I 2
[ AddRow | [ ModiyRow | [ DeleteRow |
| Channel-2 DNP TCP Slave_Node_2 v “ [7] Show Master Nodes i
2 [5s Starting Profilz Row N
Master Basic Type Object Type | Address Difset P
i
< | >
< o @ || [ AddMap ] [ ModiyMap  |[ DeleteMap |
EasyConnect_V4.10.6 :

Figure 17: Delete Map

2.3.1 Auto Mapping — Master to Slave

EasyConnect provides options for mapping the master points automatically to a selected slave
node. Users can either auto map the entire row or some selected rows that are configured in
the master profile. The steps for automatic mapping are given below:

» Select the slave protocol to which the points are to be mapped.

» For mapping the entire rows in a profile, Right click on the corresponding profile and click

the option Auto Map as shown in Figure (Auto Map Entire Profile Points):

GW IEC User Manual

& {3} Configuralion [ Channel1 Modbus RTU Master_Node_1 v/
=) Devicss
=< SYNC:SYNC241 General | Logic Settings |
= ¥ Protocol Configuration - — ‘ A
5 # Channel-1 Modbus RTU M s . : >
@5 Node_1 Row Number g:,m's" | Basic Type ! Object Type Funztion Type
P | |
% | |
g Channel2 C Add Points | Digital Input | Single Indications :Head Coil Status
= & Node 2 Export Profile Dirzctory Disturbance Rec... |
o Map AutoMap Digital Input Single Indications | Read Coil Status 3
@ Settings Excel Export ! I I -
([ Network Design
Excel Import
® Delete Modify Row ] [ Delete Row ]
‘ Channel-2 DNP TCP Slave_Node_2 v ‘ [ Show Master Nodes ‘
i 7 i fil
Master Basic Type Object Type z'ﬂm E’,?si? Row ‘ g
Channel-1 Modb... fDigitaIInput | Binary Inputs 1 o 1
< | >
< | > [ Add Map ] [ Modify Map ] | Delete Map ]

EasyConnect_V4.10.6

Figure 18: Auto Map Entire Profile Points
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3. For mapping the selected rows in a profile, select the needed rows in the profile for which

the automatic mapping is required. Click on Auto Map (slave/destination mapping part) as
shown in the Figure (Auto Map Selected Profile Points):

CR: Conligu@lion ‘ChanneH Modbus RTU Master_Node_1 v
[= L Devices
[= 4 SYNC:SYNC241 General l Logic Settings |
(= & Protocol Configuration — ‘ x
(= # Channel-1 Modbus RTU M4
& & Nods. 1 Flow Number g;m'gv Basic Type Object Type Function Type
v Profile ! t {
= # Channel-2 DNP TCP Slave Row2 (2 Directory Disturbance Rec...
= & Node_2 Aowd DigitalInp (i
¥ Mapping A\
& v Gettings
#| Network Design %
g Nel 9 ¢ | >
[ Add Row ] [ Modify Row ] [ Delete Row ]
‘ Channel-2 DNP TCP Slave_Node_2 v i [] Show Master Nodes l
|l y Starting Profile Row ‘ N
Master Beasic Type ‘ Object Type ‘ R eeas Offset | P
Channel-1 Modb. . :Di;ilallnpul Binary Inputs |1 0 ‘1
< | >
< ‘ | || [_AddMep | [ ModiyMap | [ Delete Map
EasyConnect_V4.10.6

Figure 19: Auto Map Selected Profile Points

Step 2 or 3 will pop up the Auto Map window as shown in Figure (Auto Map Window) below.
User can configure the details in the Auto Map window and generate auto mapping.

Auto Map @
Source Node \ ol-1 Modbus RTU Master. Nede: 1 ‘ Destination Node [ChanneI-ZDNPTCF'SIave_Node_Z V(

Source Protocol |/ ‘ Destinativn Pivlucul ‘ hanncl 2 DNP TCP S ‘

tapping Detzils

Destination Start Address

Source Types  Destination Types  Starting Address

Single Indications Binary Inputs M| 2

Analog Inputs ;Analog Inputs v _0

< | (%

Figure 20: Auto Map Window

Auto Map window shows the master (source) types that are considered for automatic mapping,
corresponding slave types automatically considered as mapping type (user can change using
combo options) and corresponding start address in the slave. The parameter details of Auto
Map window are given in table 3 (Auto map window) shown below.

GW IEC User Manual 18
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Details

1 Source Node

Indicates the node number whose profile needs to be mapped.
This parameter is not editable.

2 Destination Node

Indicates the node to which the mapping needs to be done. The
default will be the node selected in the mapping window. User will
be able to change the same to any other node available in the

configuration system.

3 Source Protocol

Protocol of the source node. This parameter is not

4 Destination Protocol

Protocol of the destination node. This parameter is not

5 Source Types

Indicates source data types from which mapping is carried out.

6 Destination Types

Indicates suggested destination data type for the specific source
type to which mapping is carried out. This is a default suggestion
and can be changed to any of the allowed types available in the
combo box.

7 Destination Start
Address

This indicates the destination start address for the specific
destination type. This is generated after evaluating all the existing
addresses, and last address + 1 of the already existing address
is considered as default. User can change the start address but

it will again undergo evaluation. There will be multiple address
parameters based on the protocol used. For example, if it is
IEC101/104, the same will have I0A but if it is IEC 103, it will
have ftype and inumber as

Table 1: Auto map window

The following points will be applicable to the Auto Mapping Window:
+ Only data types that have at least a point available for mapping to the current slave shall
be displayed in the auto-mapping window.

Similar source types will be grouped and displayed as a single row in the Auto Map window.
For each protocol, the groupings of source types differ.
All the types under the Basic type of the source type will be available as combo box

options of Destination Types.

In cases where destination address range is not sufficient to map all the points, an error

message would be displayed in the validation stage after the ‘OK’ button is clicked

Points will not be split and mapped for numerical address based protocols. A continuous
address space large enough to hold the points in a single row (source) is found and the

points are mapped to that range.

Auto-map shall be provided for all Master protocols except ‘HSB Master’ and ‘Logic Master’'.
On pressing OK from Auto-map window, points that can be successfully mapped are
processed and an error message is displayed for those that could not be mapped. Note:
All the other profile parameters will be their default values when auto mapped. User can
modify the row if required.

2.4. Slave to Slave Mapping

The Slave to Slave mapping feature allows transfer of data point between two master stations.

To enable communication between masters, the corresponding source slave should be mapped to
the destination slave. The source slave is the slave which receives data from the data point source
master. The destination slave is the slave which transacts with the master to which the data has to
be transferred. User can add profile and configure command points under the source slave nodes.
These command points can be mapped to input points. A command received on the source slave

will be sent as an event to the mapped destination slave. Depending on the command

GW IEC User Manual
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type and protocol, a positive acknowledgment will be sent back to the source slave after
sending the event notification. If the command point is not mapped, a negative
acknowledgment will be sent back. For the protocols and specific data types which do not
support event notifications, the data can be retrieved by polling.

Note: Slave-to-Slave mapping does not allow multiple mapping. In addition to this, a

single row can only be mapped to a single node. For example, consider a row with
4= three points. Each of these three points should be mapped to a single node. Splitting
.~ and mapping to different nodes is not permissible. The quality of the points configured

will always be good. The time stamp of the event will be the time taken from the device

when the command is processed.

* Add slave channels and nodes (source and destination).
» Add Profile under source Slave and configure Points as shown in Figure (Adding Slave

Profile) below:

@ () Configuretion GCI'anneH IEC 104 Slave_Node_1 vg
i= 7 Devices
=<4 SYNC: SYNC241 General | Logic Settings
=% Protocol Configuration T
= »# Channel-1IEC 104 Slave Fow Number g:im'sy Basic Type ASDU Type Object
= & Node_1 Addiess
(= # Channel-2 DNP TCP Slave 3 2 |
@ & Node_2 |
# #* Settings
‘(71 Network Design < I |
[ AddRow | [ ModiyRow | [ DeleteRow |
ECPannel-Z DNP TCP Slave_Node_2 v ] [7] Show Master Nodes
; . | Starti Profile R N
Master Basic Type Object Type gtdﬂrrsgs U‘ffsal R, P
< | >
< | | Add Map | [ Modify Map [ Delete Map ]
EasyConnect_V4.10.6 :
« 4

Figure 21: Adding Slave Profile

3. Select destination Slave and click on Add Map to add the mapping as shown in Figure (Adding
Slave Profile) above. Modify Map and Delete Map functions are identical to their master- to-

slave mapping counterparts.

GW IEC User Manual 20
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2.5. Configuration Shortcuts

2.5.1. Copy/Paste

EasyConnect allows the user to copy and paste a device, a channel or a node. Depending on
the protocol, the number of channels/nodes up to which it can be copied varies.

The Copy option is available by right clicking on a device, channel or a node. Consider the case of
copying a node. In order to paste multiple copies of the node under a channel, right click on the
channel and click Paste. Refer to Figure (Copy/Paste option on Right Click) given below:

= '3} Configuration
= 7 Devices
=4 SYNC:SYNC241
= % Protocol Configuration

5. Node_ 1 L Add Station
© Profile
= # Channel-2 DNF Copy
L) Node_2
# &¢ Settings
‘%) Network Design et
¥ Delete

Figure 22: Copy/Paste option on Right Click

While choosing the paste option by right clicking on device, channel or node, a form pops up
which gives the user an option to enter the number of copies required, as shown in Figure
(Multiple Copies Form) below:

Number of Instances 4 ‘

| ok | [ concel |

Figure 23: Multiple Copies Form

Copying a device copies all the information under that device including mapping and serial port
settings. Dial up Settings, LAN Settings and SNMP Settings will not be copied.

GW IEC User Manual 21
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2.5.2. Profile Row Options

EasyConnect allows the user to modify, delete a particular row by selecting the corresponding
option by right clicking on that selected row.

A row can only be modified one at a time. The Delete row option is available for multiple
selected rows. A single row or multiple rows can be exported to Excel by selecting single or
multiple rows and right clicking the Export Row/ Rows to Excel option. The Export All to Excel
option exports all the rows in the profile. Refer to Figure (Profile Row Option) given below:

@ fff Confguastn [Ghannei Modbus ATU Maser Node_1 3
= -7 Devices
=4 SYNC:SYNC241 “General | Logic Seftings|
= Protocol Configuration —
= f ga;rz::_:dodbus Row Number g;tnetvrsy ' Basic Type ' Object Type
% Profile C | | | ‘
%42 Settings Rowl 1 | Digital Input Singlelndicai...

‘7 Network Design Modify Row

L
Howd . Delete Row potic.

los13 Export Row/Rows to Excel Pts

Export 41l to Excel

Figure 24: Profile Row Options

2.5.3. Multiple Row Modify Option

This feature allows user to modify properties of multiple rows together in profile and mapping.
User can select the multiple rows of same basic type in the Profile/Mapping and click on the
“Modify Row/Modify Map” option. In the pop up window, user can tick on the parameters,
that need to be modified and change the values and then click on the “Save” button. This
feature is only applicable to selected parameters in selected protocols. Refer to Figure
(Multiple Row Modify Window) given below.

o —
= Conhgurétlon Channel-3 Modbus TCP Master_Node_3 v
(= g Devices
[= < SYNC: SYNC241 General | Logic Settings
(= ¥ Protocol Configuration
(= # Channel-2 DNP TCP Sla
O Node 2 Row Number g:ﬁ“{sy Basic Type Object Type. Function Type Dal
= # Channel-3 Modbus TCP { |
& & Node_3 Row22 22 Digital Input Single Indications | Read Coil Status
v Profile Row23 23 Directory Distubance Rec..,
@ Settings W24 y

{(# Network Design

< >
[ AddRow ([ ModiyRow |) [ DeleteRow |
Modify Rows @ [] Show Master Nodes
Palling Cycle (0 - 4294967295 msec) 1000
] Enable Event False v
< Auto Map

Select All Save Close

T (save J[ oo ]

Figure 25: Multiple Row Modify Window
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2.5.4. Search Option in profile and mapping

It provides an option to search the rows in profile and mapping. There are separate search
boxes for profile and mapping. User can filter the displayed rows by providing a search key
word in the specific search box.

| 4 EasyConnect - test.ecc o &
File View Configuration Settings Diagnostics Tools Help User Management
™o d $ArHoprpEQv x| D =23E @99 A
it F?nllgurfal|on Channel-3 Modbus TCP Master_Node_3 v [ ]
(= -] Devices - :
=4 SYNC:SYNC241 General | Logic Settings
=¥ Pratocal Configuratior
= # Channel-2 DNP T|
53 Node 2 Row Number E;tnelvrgy Basic Type Object Type Function Type Data Format Start Address ggmie' of
%" Mapping
& # Channel-3 Modh Row22 22 Digital Input Single Indications | Read Coil Status 65535 1
=& Node_3 Row23 23 Directory Distwbance Rec... 1 1
$ Row24 24 Digital Input Single Indications | Read Coil Status 1 5
" & Sethrfgs Row29 29 Digital Input Single Indications | Read Coil Status 1" 10
‘(] Network Design =
Rowl 1 Analog Input Analog Inputs Read Holding Re... | Double 1 1
< >
Add Row ] [ Modify Row ] [ Delete Row ]
:ChgnnteZ QNP '[CP VSIavre_rNode_r27 v [] Show Master Nodes [ ]
. q Starting Profile Row MNumber of Static Default
Master Basic Type Obiject Type Tl Difset Points Event Class NiGaih
Channel-3 Modb... | Digital Input Binary Inputs 0 1] 5 1 1
Channel-3 Modb... | Digital Input Binary Inputs 5 1] 10 1 1
Channel-3 Modb... | Analog Input Analog Inputs 1] 1] 1 d 1
< >
< s| || [_addMap | [ ModiyMap | [ DeleteMap

L EasyConnect_¥4.10.6

Figure 26: Search Option in Profile and Mapping

[ Channel-2 DNP TCP Slave_Node_2

v [[] Show Master NodesL B‘inary

)

Master Basic Type
Channel-3 Modb... | Digital Input
Channel-3 Modb... | Digital Input

Object Type

Binary Inputs

Binary Inputs

Starting
Address

0
5

lo

2 Matches
Profile Row Number of Event Class Static Default
Offset Points Wariation
0 5 1 1
10 1 1
2>

Figure 27: Search Option in Mapping

2.5.5. Excel Import/Export

Adding a large number of points to a profile using Add Row button in EasyConnect can be time
consuming. EasyConnect configuration utility allows the user to export profile rows to an Excel
worksheet and import the points from an Excel worksheet to the profile rows. The required
points can be configured in an Excel worksheet and can be imported to the required profile.
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2.5.5.1. Excel export

After adding the required rows in the profile, select Excel Export from the context menu as
shown in Figure (Excel Export and Import) below:

= 78% Configuration
= 7 Devices
= < SYNC:SYNC241
= ‘«‘1 Protocol Configuration

= # Channel-1 Modbus RTU Master

= 5 Node_1
o RE
G- WP Settings Add Points
{5 Network Design Export Profile
AutoMap

Excel Export
Excel Import

HK Delete

Figure 28: Excel Export and Import

The exported Excel worksheet format is shown in Figure (Excel Profile) below. The worksheet
will contain the protocol name. All the configurable parameters in the Profile Row window of the
specified protocol form individual columns. All the available options for a parameter will be
available in the combo box independent of the type of point selected.

4. Note: Excel export feature is not supported for communication diagnostic point and
.’ 61131 logic settings.

Al - & | Protocol Neme : Modbus RTU Master
" ] C 4] § ¥ 7] ] i X
| Protocol Name : Modbus RTU Master |

2 Object Type Function Type Data Formaut Start Addte Numbaerof | Number of sPolling CycStart Bit Scale Enable Register in Com Deadbare
1 Analog irputy Read Holding Ragister Float 12 | 1000 i FALSE

Figure 29: Excel Profile
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2.5.5.2. Excel Import:

Select Excel Import from the context menu of profile and choose the Excel worksheet to import.
Refer to Figure (Excel Export and Import).

Certain conditions apply to the Excel Import functionality. Only worksheets previously exported
from EasyConnect can be imported. User should add at least one point (other than communication
diagnostic point) in the profile and use Excel Export to generate an Excel worksheet template.
Configure required points in this file and save. Note that EasyConnect expects a specific format for
the worksheet. Therefore, the user should refrain from modifying the format of the sheet in any
manner. Only the contents may be changed. The protocol name in the Excel worksheet should
match with the protocol of the profile to which it is imported. For example, an Excel worksheet
exported from IEC104 Master can only be imported to a profile under an IEC104 Master Channel.
EasyConnect validates all the parameters configured in the Excel worksheet before importing and
will provide an error message if the validation fails. All the available options for a parameter will be
available in the worksheet cells independent of the type of point selected. For example, in Modbus
Master, Function Type ‘Read Coil status’ is not applicable for object type ‘Analog Input’. But this
option will be available in the Excel worksheet cell. User should select valid options while editing
the worksheet. Any failure in validation will terminate Excel import.

» After validation, all the existing profile rows will be replaced by the points configured in the
worksheet. For points that are already mapped to a destination protocol.

» For all the rows where the address parameters are not modified, the other parameter
values are read in from the worksheet.

+ If the address parameters are changed in the worksheet, EasyConnect will display a
message as shown in the Figure (Excel Import Pop-up) below. On selecting Yes, the
mapping will be deleted and the points in the worksheet will be imported. On selecting No,
the Excel worksheet will not be imported.

| Excel bnport

5 ) Prrdis pomes Fradiyed 0 apoare] SrE Weiere] Frosn the ‘Wirkatess
‘~-"/ D0 you want o Ingeet U Workahwoet ¢

|

Figure 30: Excel Import Pop-up
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3 DCCP Packaging

DCCP Packaging allows the user to update the DCCP firmware in the device with the latest
EasyConnect compatible DCCP firmware.

From version 4.6.0 of EasyConnect onwards, the latest version of DCCP firmware is provided
in the EasyConnect application folder. If the device has an older DCCP version, EasyConnect
provides an option to automatically upgrade the DCCP firmware.

During various operations such as ‘Download’, ‘Upload’, ‘Stop firmware’ and ‘Start firmware’,
EasyConnect | checks the DCCP firmware version in the device, and then prompts the user to
download the latest version, if the DCCP version in the device is older.

To enable this DCCP version check, the ‘Check for firmware updates’ box in the Option
window found under Tools must be checked as shown in the figure below. Then click Save.

km—.-:\.- 5 ; -
 Fle WView Corfiguration  Settings Diagnostes  Tooks  Help _
& -4 s A B E o pBO| @ =85 I &

= ","w Corfiguration

1 Devices
4] NetworkDesign

Options

Acknowdedgemernt Receive Timeowt [Sec) ~

[¥] Check for frmmaate updates

[ Save J l Close | m

Figure 31: Enabling Check for Firmware Updates

To disable the version check, uncheck the Check for firmware updates box and click Save.
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If the device has an older DCCP version, EasyConnect prompts the user to upgrade the DCCP
firmware as shown in the figure (Pop-up for Automatic Up gradation) below. On clicking Yes,
the device gets upgraded to the latest DCCP.

® Upgrade Decp

You are using DCCP version 2,13 A Higher versan DOCP 2.14.0 is avaiable now
Do you want to upgrade the DCCP version ?

] Dort ask the agan [

Yes ]

Figure 32: Pop-up for Automatic Up gradation

.. Note: On checking the ‘Don't ask this again’ box, the version check will be disabled
. for that EasyConnect instance even if the ‘Check for firmware updates’ box in the
~ Option window under Tools is checked.

For DCCP versions older than 2.9, EasyConnect prompts the user to upgrade to a compatible
DCCP version, as shown in the figure (Model name prompt for older DCCP versions) below.
On clicking Yes, the user is prompted to browse for the model name from the combo box, as
shown in the second figure (Automatic upgrade prompt for incompatible DCCP version) below.
On clicking OK, the DCCP firmware in the device gets automatically upgraded to the
EasyConnect DCCP firmware version.

i Select Device

SERIES SELECT SERIES

MODEL ‘SelectModel =)

ok ]

Figure 33: Model name prompt for older DCCP versions

% Update Decp

The docp version is not compahble vath E asyConnact Version
Do vou want to wpdate compatible decp version 7

[7] Dont ask this agan [7‘(&; J L No ]

Figure 34: Automatic upgrade prompt for incompatible DCCP version
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In the Version Information window, an option Click here to update is provided to update the
DCCP version if the device uses an older DCCP version than the EasyConnect DCCP version,
as shown in the figure (DCCP update Link in Version Info) below. This feature is available only
for devices that support DCCP Packaging.

= Yersion Information @

Device Name |OtherDevice v  [synC2000 v/

IPAddiess | Use LAN IP v| [1%2 .18 100 170 |

[ 0K ][ Close ]

DeveeModel  swcawo 7

EasyConnect Version Name 46.0

DCCP Version Name » 213.0

Secure DCCP 'No

GPC Version Name 2200

Number of Licensed Masters - 12
'COURIER, IEC101, IEC103, IEC104, MODBUS, DNP

Licensed Masters 3.0, IECE1850, SPA, SEL, Transparent Peer, SNTP Pe
| DLMS Client

Number of Licensed Slaves 10

Cicasiead Sl SMS Interface, IEC101, IEC103, IEC104, MODBUS, D}

3.0, IEC61850, NMEA, SNMP, DLMS Slave

Number of Licensed Modules 1

Licensed Modules Logic Interface

Build Date 5Sep 2011 13:36:03 3

Frprm— — - .

A Higher Version of DCCP is now available. Click he:etoD pdate.

Figure 35: DCCP update Link in Version Info

4 Note: This option is not available if the ‘Check for firmware updates’ box in the
... Option window found under Tools is unchecked.
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In case of older DCCP versions that have no version information (DCCP versions older than
v2.9.0), the following message will be displayed on checking the version information as shown
in the figure (Version Info for devices with older DCCP Versions) below.

Note: The DCCP Packaging feature is supported for all the devices listed in the
.« SYNC tab in the devices list in EasyConnect.

1

" = Version Information [Xj
Device Name | 551 v
IPAddress | Use LAN IP v [ 1%2.168.100. 170 |

Lok J[ Cose ]

EasyCq .
ocee] 1 ) The DCCP version is not compatible with the EasyConnect version

' Securg
GPCV
. Numbs
Licensed Masters
Number of Licensed Slaves
Licensed Slaves
Number of Licensed Modules
Licensed Modules
Build Date
' Number of Licensed Com Ports
’ Supporting Customizations

Figure 36: Version Info for devices with older DCCP Versions
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Appendix A — Flag conversion in GW IEC

When a protocol conversion is achieved using GW IEC, the quality flag conversion between the protocols has to be defined. The table 13 (Flag Mapping) below is used to explain the quality flag translation between
protocols inside GW IEC. The flags received in any of the GW IEC-Master Protocol (GW IEC Master) will be translated to a specific flag of GW IEC-Slave Protocol (GW IEC Slave) as described in the table shown

Slave Protocol

Master Protocol

IEC 101/104

DNP 3.0

IEC 103

Modbus

IEC 61850

OV1|BL1 |SB1|NT1

V1

Ell

On link
failure

(Not
protocol

flag)

Roll-over2
(Counter)/

Over-range2
(Analog)

Local forced
ata2

Communication
lost2

On-line2=0

Restart2

Remote
forced data2

Chatter
filter2

Reference
check2

On link failure
(Not protocol
flag)

ov3

On link
ER3 (MVAL

invalid) ﬁrogocol
ag

failure (Not

On link
ailure (Not

Protocol
lag)

Validity =
Questionable
& Detail
quality = Old

datad

alidity

F invalid
& Detail
guality =

Oscillatory4

Validity

= invalid
& Detail
quality =

Failure4

Validity
= invalid
& Detail

quality
= Bad

Reference4

alidity =
Questionable
& Detail
guality =

naccurate4

Validity =
Questionable
& Detail
quality =

Inconsistent4

[Source =
Substituted4

Blocked4

alidity

F invalid
& Detail
uality =

Overflow4

alidity

F invalid

& Detail
uality = Out

bf Range4

On link failure
(Not protocol
flag)

IEC
101/104

OV1

X

X

BL1

SB1

NT1

V1

Ell

DNP 3.0

Roll-over2
(Counter)/ Over-
range2 (Analog)

Local forced
data2

Communication
lost2

On-line2 =0

Restart2

Remote forced
data2

Chatter filter2

Reference check2

IEC 103

V3

[®)
ER3 (MVAL
invalid)

IEC 61850

Validity =
Questionable &
Detail quality =
Old datad

Validity = invalid
& Detail quality =
Oscillatory4

Validity = invalid
& Detail quality =
Failure4

Validity = invalid
& Detail quality =
Bad Reference4

Validity =
Questionable &
Detail quality =
Inaccurate4

Validity =
Questionable &
Detail quality =
Inconsistent4

Source =
Substituted4

Blocked4

Validity = invalid
& Detail quality =

Out of Range4

Table 2: Flag Mapping

All flags described in the table are considered set and follow the applicable translation unless specified otherwise
* See quality description details in section 7.2.6.3 and 7.2.6.4 of IEC 60870-5-101.
* See DNP V3.00 Data Object Library — FLAG details given in each objects
» See details in section 7.2.6.8 of IEC 60870-5-103
» See details in section 6.2 of IEC 61850-7-3.
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Glossary

List of Abbreviations

The following table 14 (List of abbreviations) shows the acronyms/abbreviations used in this
document

Acronyms/Abbreviations Description
CHAP Challenge-Handshake Authentication Protocol
DCCP Diagnostic and Converter Configuration
DPI Enhanced Data rates for Global Evolution
EDGE Dots Per Inch
GPC Enhanced Data rates for Global Evolution
GPRS Generic Protocol Conversion
HSB General Packet Radio Service
IP Internet Protocol
PPP Point to Point Protocol
RAM Random Access Memory
UDP User Datagram Protocol
VPN Virtual Private Network
SNMP Simple Network Management Protocol
XML Extensible Mark-up Language
RSA Rivest - Shamir - Adleman
DES Data Encryption Standard
AES Advanced Encryption Standard
SHA Secure Hash Algorithm
CBC Cipher-block chaining
DHE Diffie-Hellman ephemeral
RC4 Rivest Cipher 4
CA Certificate Authority
ARP Address Resolution Protocol

Table 3: List of abbreviations

GW IEC User Manual 31



